®
& CHECK POINT

SECURITY CHECK(QJD
YOU DESERVE THE BEST SECURITY

Ayaut 6e3onacHocTtu Security CheckUP Rxx.xx

Onsa yero HyxeH ayanT 6e3onacHocTn Security CheckUP?

Mo pe3synbtatam ayauta 6esonacHoctu Security CheckUP Bbl nolimeTe:

1) HackonbKo 3¢ deKTUBHbBI CYLLECTBYIOLLME CPEACTBA 3aLLUTLI;

2) Kakue yrposbl MHGOPMaLMOHHON 6e30MacHOCTM aKTyalbHbl A1 BalLei ceTu;
3) KaKue npunoskeHusa UCNob3yoT U Kakue caiTbl MOCeLatoT Bally COTPYAHMUKY;
4) HauTo TpaTWTCA NoJsIoca NPOMYCKaHUs KaHana cBA3uM B MIHTepHeT.

Camoe rnaBHoe, oTyeT no pesynbTaTam Security CheckUP pact pekomeHAaumm no YCTPaHEHUIO

CYLLECTBYIOLMX YS3BUMOCTEN.

CopepXXaHue AOKYMeHTa:

Kak npoxoaut Security Checkup ?

TpeboBaHMA K pecypcam

O6pas NO R81.10

1 Kak pa3BepHyTb 06pa3bl B ESXI

2 Kak pa3BepHyTb 06pa3sbl B Hyper-V

3 HacTpoMKa BUpTYasibHON MaLUUHbI

4 YctaHoBKa SmartConsole

5 MoakatoveHme Wno3a K cepsepy ynpasaeHus

6 CamocToAaTenbHaa HacTpouka Security CheckUP

7 KaK cocTaBuUTb OTyeT?

8 KaKk nonyymTb OT4eT Ha PYCCKOM A3blKke?
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Kak npoxoaut Security CheckUP?

— *\1
WHTEPHET 4
)
-
— s
e -
Tekywmi
Firewall
Nepumerp
KOMMNaHUM ethD Management
Check Paoint
L2-L3 HTEPHET] eth0
KommyTtatop NGEW
O KOMWA  ethi Check Point

KIVEHTHI

B TeueHne agyx Heaenb w3 6esonacHoctn Check Point (SG) 6yaeT aHanusnpoBaTtb TpaduK B BalLen ceTu.
Security CheckUP BbinonHaeTca Ha Konun TpadurKa, YTOO bl UCKAUYUTL BAUAHUE W03 6HE30NacHOCTU Ha CeTb.
[na 3TOro Ha NorpaHMYHOM KOMMYTATOPE HacTpamMBaeTcs 3epKannpoBaHue MHTepHeT TpaduKa B CTOPOHY SG.
Cuctema ynpasneHua (SMS) xpaHuT u obpabaTbiBaeT norn SG, Koppenupyetr cobbiTva 6esonacHocTy,
COCTaB/IAET OTYETI.

B naHHOM goKymeHTe SG 1 SMS - nporpammHbie KomnekKcbl (MK) Bepcua MO R81.10, BUpTyanbHble MalUWHbI.
Ucnonb3yetca runepsusop VMware ESXi. ®yHKumoHanbHOCTb MK aHanornyHa ¢yHKumoHanbHocTm MAK.

Ha BMpTyanbHOM MawunHe SG ncnosb3yeTca ABa nopta: ethl ana npuema 3epkannposaHHoro Tpaduka, ethO
ANA HacCTPOMKKM U ynpasneHus. Ha BupTyanbHON mawmHe SMS ncnonbsyetca oauH nopt ethO ana ceasm u

ynpasaeHua Wo3om SG 1 ana Bbixoaa B MHTEpHeET.
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TpeGoBaHuA K pecypcamM BUpPTyasibHbIX MaLluWH

VM CPU RAM HDD Network
. ethO — ynpasneHue,
Securlt(ysg;nteway 4 Cores 4GB 200 GB 4ocTyn B IHTepHeT
ethl — SPAN
Security
Management Server 4 Cores He meHee 10 GB He menee 400 eth0 —ynpasnexve,
(SMS) GB poctyn B UHTepHeT

O6pa3 N0 R81.10

Onsa SG n SMS 06pas eanHbIN, AOCTYN 418 CKAYMBAHUSA MO CCbIJIKE.

[ [—— }

| ——

SmartConsole Security Gateway
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SECURITY CHECKQJD

1 Kak pa3BepHyTb o6pa3 Ha VMWare ESXi

Co30daHue supmyasibHOU MawWuHbl
Mpw co3gaHnm HOBOM BUPTYasibHOM MalUMHbI 06paTUTE BHUMAHME Ha CeayoLme NyHKTbI:

1) CosmectumocTb. Mo yMONYaHUIO MCNOb3yiNTe COBMECTMMOCTb C Bepcuen ESXi 5.5 and Later.
Boibepute apyrve HacTPOMKM COBMECTMMOCTM, €CAM HY)KHa MNOoALEepPrKKa onpeaefieHHOW Bepcuu
VMWare Workstation uan VMWare Player:

New Virtual Machine

v 1Select a creation type Select compatibility
v 2Select aname and folder  Select compatibility for this virtual machine depending on the hosts in your environment
v 3 Select a compute resource

The host or cluster supports more than one VMware virtual machine version. Select a
+ 4 Select storage

— compatibility for the virtual machine.
B 5 Select compatibility
6 Select a guest OS Compatible with: | ESXi 5.5 and later v @

7 Customize hardware This virtual machine uses hardware version 10, which is compatible with ESXi 5.5 and later. Some

8 Ready to complete virtual machine hardware features are unavailable with this option

CANCEL BACK NEXT

2) TlocteBasa onepauuoHHasa cuctema. B KayecTBe rocteBoit onepaLMOHHOW cucTembl Bbibepute Linux
Red Hat Enterprise Linux 7 (64-bit):
New Virtual Machine

+ 1Select a creation type Select a guest OS

+ 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine
+ 3 Select a compute resource

Identifying the guest operating system here allows the wizard to provide the appropriate
+ 4 Select storage

- defaults for the operating system installation.
+ 5 Select compatibility

¥ 6 Select a guest OS Guest OS Family' :Linux -l

ize h:
7 Customize hardware Guest OS Version: | Red Hat Enterprise Linux 7 (64-bit) v
8 Ready to complete

Compatibility: ESXi 5.5 and later (VM version 10)

CANCEL | BACK NEXT

3) Twun HDD. Disk Provisioning ycraHosute B Thin Provision wau Thick (B 3aBucumoctn ot Bawei
NONUTUKM UCNONb30BAHUA PECYpPCOB):
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New Virtual Machine

1 Select a creation type

v Memory Hot Plug O Enable
+ 2 Select a name and folder
+ 3 Select a compute resource v New Hard disk * 400 GB
+ 4 Select storage
o Maximum Size 42578
+ 5 Select compatibility
+ 6 Select a guest OS VM storage policy

7 Customize hardware
Location Store with the virtual machine v

8 Ready to complete

Disk Provisioning Thin Provision v
Sharing Unspecified v
Shares Normal v v

Limit - IOPs Unlimited v

CANCEL

NEXT

4) SCSI koHTponnep. Tun KoHTpoAnepa yctaHosuTe B LSI Logic Parallel nnm LSI Logic SAS:

New Virtual Machine

Disk Mode Dependent hd
1 Select a creation type
2 Select a name and folder Virtual Device Node New SCS| controller
3 Select a compute resource SCSI(0:0) New Hard disk

LSl Logic Parallel

v
v
v
+ 4 Select storage
v 5 Select compatibility
v

6 Select a guest OS Change Type LSI Logic Parallel  ~

7 Customize hardware .
SCSI Bus Sharing None v

8 Ready to complete

> New Network * Test Virtual Server: v Connect
> New CD/DVD Drive * Client Device <
> Video card * Specify custom settings ~

VMCI device

CANCEL | BACK ‘ NEXT

5) Certesoii apgantep. Tun ceteBoro agantepa ycraHosute B VIVIXNET 3. Yb6eautech, YTO YCTaHOB/EH
yekboKkc Connect At Power On:

New Virtual Machine

SL3IBUsS sndarnnyg NOne h
+ 1Select a creation type
+ 2 Select a name and folder o L LiEE L =
+ 3 Select a compute resource Status Connect At Power On
+ 4 Select storage
+ 5 Select compatibility Adapter Type VMXNET 3 -
¥ 6 Select a guest OS DirectPath I/O Enable
7 Customize hardware
8 Ready to complete Shares Normal ~ v
Reservation o] ~ Mbit/s ~
Limit Unlimited ~ Mbit/s ~
MAC Address Automatic
s New CD/DVD Drive * Client Device v

CANCEL \ BACK | NEXT
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Hacmpolika vSwitch ons SMS

Server

/ ESXi \

VM1 VM2 VM3
[ Ms ADJ [Exchange] EIeServer] { SMS ]
| | | [etho
OUSHYECKHI .
WHTEPPENC ‘| vSwitch0 ]

cepsepa ESXi K /

NHTepdeiic eth0 ycTpolicTea SMS onpegenseTca B CyLLECTBYIOWMIA BUPTYyaNbHbIM KOMMYyTaTop (B Halem

cnyyae ato vSwitch0). MoakAoUYeHne CAYKUT ANA YNpaBaeHUs 1 ana Bbixoaa SMS B UHTepHET A4 CKauMBaHMWsA

obHOBNEHUN.

Hacmpolika vSwitch ons SG

Server
/ ESXi \
Eth2 ﬂ——[ vSwitch1

|  ethl

EAEe

I I I [ etho

L Swiehd )
N .

NHTepdelic ethO ycTpolicTBa SG onpeaensieTca B CyWECTBYHOLWNI BUPTYanbHbIA KOMMYTATOP (B HalleM c/iyyae

Eth1

aTo vSwitch0). NMoaKNoYeHME CNYKUT ONA yNpaBAEHUS.
Ons nHtepodeica ethl ycTponctea SG co3gaiiTe HOBbIM BUPTyanbHbIM KommyTaTop vSwitchl, KoTopbiit 6yaeT
npuensaH K ceoboaHomy Ethernet agantepy cepsepa ESXi (Ha pucyHke Eth2). Ha nHtepodelic Eth2 cepsepa

ESXi HanpaB/ieH 3epKannupoBaHHbIM TpadpuK.

Mpwu co3pgaHum vSwitchl B cBoiicTBax BUPTYyaNbHOro KOMMyTaTopa paspewwmnte Promiscuous mode
ANA NOALEPKKU 3epKaIMPOBaHHOro Tpaduka.
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2 Kak pa3BepHyTb o6pa3 Ha Microsoft Hyper-V

Co30daHue supmyasibHOU MawWuHbl

Mpwu co3gaHnMm BUPTYaNibHOI MaLUUHbI BbiGepuTe TMN BUPTYaZIbHOW MaLUMHbI Bepcuu 1.

Hacmpolika vSwitch ons SG

Mo ymonyaHuto Hyper-V no3BonseT HacTpamMBaTb 3epKanMpoBaHMe TpaduKa Mexay BMPTYyasbHbIMU
MaLlWHaMM, KOTOPble HaXOAATCA Ha O4HOM M TOM e cepBepe. [pn 3TOMm, Heslb3 HAaCTPOUTb 3ePKAIMPOBaHMe
TpaduKa peanbHOro BHeLWHero nHTepdenca cepsepa Ha BUPTYasibHbIN MHTEPdENC:

1. Cospaiite vSwitch. Ana vSwitch 3agaiite uma (Hanpumep vSwitch_Span), B none Connection Type
Bblbepute External Network n go6asbte onuuto Allow management operating system to share this
network adapter option. Takxke ykaxute ¢usnyeckumii NopT cepeepa, Ha KOTopblit byaeT HanpasaeH
3epKa/IMPOBaHHbIN TPadUK;

2. [ob6aebte vSwitch B BUMpTyanbHyl0 maluvMHy. B pacliMpeHHbIX HacTpoWKax aganTepa (Advanced
Features) B cekuun Port Mirroring HacTpoiTe Mirroring mode, yka3as B none Destination;

3. Brnawouute Microsoft NIDS. Otkpownte Virtual Switch Manager ana vSwitch_Span, nepeiigute B
Extensions. BKkatouuTte Microsoft NIDS;

4. Brnwuute Mirroring Ha BHewHem uHtepdeiice. BbiNo/HUTE KOMaHAab!:

SExtPortFeature=Get-VMSystemSwitchExtensionPortFeature -FeatureName «Ethernet
Switch Port Security Settings»

SExtPortFeature.SettingData.MonitorMode=2

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName vSwitch Span -
VMSwitchExtensionFeature $ExtPortFeature

KomaHabl gna Microsoft Windows Server 2012 R2:

SExtPortFeature=Get-VMSystemSwitchExtensionPortFeature -FeatureName 'Ethernet
Switch Port Security Settings'

SExtPortFeature.SettingData.MonitorMode=2

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName

<uMsa_ BUPTYaJIbHOT'O KOMMyTaTopa> -VMSwitchExtensionFeature $SExtPortFeature

CTaTyC HaCTpOﬁKM MOXHO NpPoBEPUTb C NTOMOLLbIO KOMaH4bl:

Get-VMSwitchExtensionPortFeature -FeatureName «Ethernet Switch Port Security
Settings» -SwitchName vSwitch Span -ExternalPort | select -ExpandProperty
SettingData

BbiBecTn cratyc:

Get-VMSwitchExtensionPortFeature -FeatureName 'Ethernet Switch Port Security
Settings' -SwitchName <mma BUPTyaJlbHOTO KOMMyTaTopa> —-ExternalPort | select -
ExpandProperty SettingData
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3 Hactpouka BupTyanbHOU MallUHbI

YcmaHoeka onepayuoHHOU cucmembl

1. 3anyctuTe BUpPTyanbHyto MawmnHy. Boibepute Install Gaia on this system:

Welcome to Check Point Gaia RB81.18

Install Gaia on this system
Do not install Gaia. Boot from local drive

Install Gaia on a system listed in sk77668

Press [Tabl to edit options

Automatic boot in 27 seconds...

_Check Point

e Technologies LTD

2. B oKkHe Welcome Haxkmute OK:

Check Point Gaia R81.18

e lcome

This process will install the Check Point Gaia R81.18
operating system and associated applications.

Do you wish to proceed with the installation?

3. B okHe Keyboard selection Bbibepute US 1 Haxkmute OK:
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Check Point Gaia R81.18

Keyboard Selection

Which keyboard type is attached
to this computer?

4. B okHe Partitions Configuration 3agalite pasmeTKy *KecTkoro gucka. ns
, 6oNbLUYIO YacTb NamATK BbliaenuTe ana Logs, ans Security CheckUP 6eKkanbl He Hy»KHbil,
nostomy Backup & Upgrade He TpebyeT 601blLIOro KonmMyecTBa NamaTu:

Check Point Gaia RB81.18

Partitions Configuration
Your disk size is 399 GB.
Disk space will be assigned as follows:
System-swap (GB) 3z
System-root (GB)

Logs (GB)
Backup and upgrade (GB) 52

5. B okHe Account configuration 3agaiite naponb ANs BHYTPEHHEro cynepno/ib3oBaTesns , B

npumepe 123456789. 3Ty y4eTHyto 3anmcb Mbl Byiem MCNO/Ib30BaTb B AanbHelwem. HaxkmuTe
Check Point Gaia R81.18

Account Configuration
Choose a password for the "admin" account.

Password: mexsmesme
Confirm:

6. Hactpoite
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a. [nsycrtpoiictea SMS, 3agaiTe IP agpec, macky ceT U LWJI03 NOo YyMOo4aHuto Ha eth0

nHTepdelice:
Check Point Gaia R81.18

Management Interface (eth@)

IP address: 19.72.15.198"
Netmask: 255.255.254.0.____
Default gateway: 18.

[ 1 DHCP server on this interface

b. pansayctpolictBa SG, BbibepeTe uHTepdelic ynpasneHus eth0, Haxkmute OK:

Check Point Gaia R81.18

Management Port
You have multiple network ports on this

system. Choose the port you would like
to use for managing the system.

ethB [link upl

[ 1 Blink selected port

3amaiiTe IP agpec, macky ceTu 1 W3 No ymondaHuio Ha ethO nHtepdelice, B8 npumepe IP
agpec 10.77.15.191/23, default gw 10.77.14.1;

7. B okHe Confirmation Haxmute OK:
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Check Point Gaia R81.18

Confirmation

The next stage of the installation process
will format all your hard drives.

Are you sure you want to continue?

8. [loauTecb 3aBepLIEHUA YCTAHOBKM U Nepe3arpysvTe BUPTYaNbHYO MALLUHY:

Check Point Gaia RB81.18

Installation complete
Installation is complete.

To complete the first time configuration of the system, login from
console or connect using a browser to "https:,/-/18.77.15.198".

9. [oxautecb npurnaweHna BBeCTU JIOTUH M Napojb. Ha 3TOM 3Tane Hy»XHO BbINOJHUTb

tem is for authorized use only.




SECURITY c:HECK‘LgJD

First time configuration wizard

1. C nomoubio Web 6pay3epa (pekomeHaosaH Google Chrome, Edge 1 T.n.) noakntountecb kK Web
nHTepoelicy ynpasneHma OC Gaia. Web UHTepdelic poctyneH no IP agpecy nurtepdeiica ynpasneHun
(nponucatb HTTPS):

C A Notsecure | htps://10.77.15.190

2. Boigute B cucTeMy MoZ YYeTHOM 3anucbio cynepnosnb3osaTens admin (B npumepe MCnosib3yeTcs
naponb 123456789):

o This system is for authorized use only.

CheICT:[k Point Usemames: |

CHNOLOGIES LTD

Password:

3. Haxmute Next>:

R81.10 First Time Configuration FB] Check Point

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system.

vimware

Platform: VMware

4. B okHe Deployment options yctaHoBuTe Continue with R81.10 configuration. Haxxmute Next>:
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Deployment Options J&) Check Point

Setup

@‘ Continue with R81.10 configuration

Installation

[ Install from Check Point cloud

() Install from USB device

Recovery

‘:‘ Import existing snapshot e

5. B okHe Management Connection npu Heob6XoAMMOCTU WUIMEHUTE HACTPOMKU UHTepdeinca
ynpasieHusa:

Management Connection [} Check Point

Interface: etho

Configure IPv: Manually .
IPv4 address: 10 . 77 . 15,190
Subnet mask: 255.255.254. 0

Default Gateway: 10.77 .14 .1

Configure IPvé: Off o

6. B okHe Device Information 3agaite host name, domain name, agpeca DNS cepeepos. B npumepe
3agaH Host Name gns yctpoiictea SMS. lna SG 3agaite apyron Host Name, B npumepe DM-SG1:
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5] Check Point

Device Information

Host Name: dm_sms_8110
Domain Name: Optional
Primary DNS Server: 10.77.4.10
Secondary DNS Server:

Tertiary DNS Server:

Proxy Settings

] use a Proxy server

B okHe Date and time settings yctaHoBUTe npaBunabHOe Bpemsa, Mbo HacTponTe agpeca NTP
cepBepoB:

Date and Time Settings J&] Check Point

@ Set time manually:

Date: Friday, January 28, 2022 3
Time: 17 |: 54
Time Zone: Moscow, Europe (GMT +3:00) N

[_) Use Network Time Protocol (NTP):

B okHe Installation Type Bbibepute Security Gateway and/or Security Management:
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Installation Type Check Point

@) Security Gateway and/or Security Management

() Multi-Domain Server

9. B okHe Products:
a. [na SMS ycraHoBuTe YekbOoKc B Security Management:

Products J&] Check Point

Products

D Security Gateway
Security Management

Clustering

Define Security Management as: Primary 7

Automatically download and install Blade Contracts, new software, and other important data (highly recommended)

© For more information click here

B okHe Security Management Administrator HacTpoliku ocTaBbTe 6€3 U3MEHEHUN:
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Security Management Administrator EQH@QK,_PQW:

‘@' Use Gaia administrator: admin

) Define a new administrator

B okHe Security Management GUI Clients octaBbTe HacTpOnKM 6€3 U3MEHEHMWIA:

Security Management GUI Clients I5] Check Point

GUI clients can log into the Security Management from:
@‘ Any IP Address

() This machine

) Network

() Range of IPv4 addresses:

B okHe First time configuration wizard summary HaxkmuTe Finish:
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First Time Configuration Wizard Summary &) Check Point

Your device will be configured with the following products:

Security Management: Primary Security Management

Improve product experience:

Send data to Check Point | more =

[] Send crash data which might contain personal data to Check Point. | more =

[anee B OKHe NoATBEPXAEHUA HaxMmuTe Yes:

First Time Configuration Wizard Summary

Your device will be configured with the following products:

Security Management: Primary Security Management

First Time Configuration Wizard

Improve product experience:

¥| Send data to Check Point | more >

Send crash data which might contain personal data to Check Point. | more >

b. [na SG yctaHoBUTe YeKkBOKC B Security Gateway:
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Products Check Point

Products

Security Gateway

E] Security Management

Clustering

D Unit is a part of a cluster, type: ClusterxL v

Automatically download and install Blade Contracts, new software, and other important data (highly recommended)

B okHe Dynamically Assigned IP yctaHoBuTe No. Haxkmute Next>:

@ ror more information click here

Dynamically Assigned IP J&] Check Point

Does this gateway have a dynamically assigned IP address (DAIP gateway)?
O ves

@ No

B okHe Secure Communication to Management Server 3agalite Nnapo/sib 418 NEPBUYHOIO
3awmueHHoro SIC tyHHena go SMS, B npumepe 12345678:
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Secure Communication to Management Server QhQQK,..PQi”t

Activation Key: | seeseees — Weak

Confirm Activation Key: | sesssesd

Learn more about SIC here

D Connect to your Management as a Service

Don't have an account? Click here

B okHe First Time Configuration Wizard Summary HaxkmuTe Finish:

First Time Configuration Wizard Summary

Your device will be configured with the following products:

Security Gateway

Improve product experience:

Send data to Check Point | more >

[] send crash data which might contain personal data to Check Point. | more >

I B

[anee B OKHe noaTeBepKaeHUA HaxkmuTe Yes.

10. JoxauTtecb 3aBepLlUeHUs YyCTaHOBKM U HaxkmuTe OK. [lanee oTkpoetca Web nHTepdeic ynpasneHus
OC Gaia:
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First Time Configuration Wizard Summary 8] Check Point

Verifying Configuration
Security Management

Compatibility Packages

First Time Configuration Wizard

Finalizing Configuration (thi

Q Configuration completed successfully

-
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4 YctaHoBkKa SmartConsole

[anbHeinwwan HacTpoiKa n ynpasseHne SG BbINOJIHAETCA ¢ MOMOLbIO yTuANTbl SmartConsole.

- 3arpy3uTb nocnegHtoto SmartConsole MOXKHO MO ccblake ANCTPUOYTUBA:

W SmartConsole

For Web SmartConsole, see sk170314

- lInbo 3arpysnTb M3 ycTaHoBAeHHOoro SMS (moxeT notpeboBaTbcs 06HOBAEHME).

1. Mopgkntountecb K WEB nHtepdericy SMS ¢ nomowpto WEB 6paysepa. Ckayalite 1 ycTaHOBUTE

SmartConsole Ha KomnbloTEP agMUHUCTPATOPA:

s

Manage Software Blades using SmartConsole

A X Blades

rity Management | R81.10 Firewall
3.10.0-957.21.3cpx86_64

2. Mocne yctaHOBKM 3an0rnMHbTech B SmartConsole ¢ yueTHOM 3anucbio cynepnonb3osatena admin (B
npumepe naponb 123456789) yctponcrea SMS, noakntoueHue no IP agpecy SMS:

. | . 1- admin

a 200000 OOS
SmartConsole

&= - 10.77.15.199

Read Only Demo Mode @

E Check Point’

SOFTWARE TECHNOLOGIES LTD. LOGIN 9
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5 NoakntoyeHne SG k SMS

1. NoakntoumTech K SMS ¢ nomoulpto SmartConsole. na Toro, 4To6bl NoAKAHOUYNTL SG K SMS BbinonHUTE
Objects - Network Object - Gateways and Servers - New Gateway...:

New Network...

New Host... b Q Search... Y
New Network Group...
1P Version Active Blades Hardware CPU Usage Recommended Updates
GATEWAYS eSO Network Object »
& SERVERS [ ctject bxporr ) Gateways and Servers » — ailable
= Service '
New Network... New Check Point Host...
Custom Application/Site  »
New Host... Cluster N
New loT Discovery Service...
Group 4 VSX >
VPN Community v
Address Range v More N
Data Type g Dynamic Objects »
User/Identity ' New Wildcard Object... |
Cloud » N
New Security Zone...
Summary Tasks v
Server 4

New LSV Profile...

@ Resource 4 More R
u dm_sms Time '

Management Blades

UserCheck 4 Network Policy

1Pv4 Address: Open server whs E
LSM Profile . Management

0os:
New Limit...

Version: S——

Virancn Grabie: [ —_—

2. B okHe Check Point Security Gateway Creation Bbibepute Wizard Mode:

Ca

Check Point Security Gateway Creation

Create the Check Point Security Gateway using:

A | 3]

Wizard Mode Classic Mode

l:‘ Don't show this again

3. B okHe General Properties 3agaiTe Host name ycTpolicTBa SG, KoTopblit 6bi1 3aaaH B npouecce First
time configuration wizard (cm. n.6), B Bbinagatolem meHto Bbibepute Open Server n 3agaiTe IP agpec
ycTpoiictea SG (MHTepdelic ynpasneHus eth0). Haxkmute Next>:
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Check Point Gateway Installation Wizard ? X

& General Properties

¥ Specify the Gateway name, platform and IP address.

* General Properties =

Gateway DM-SG1 e
Gateway

Gateway IP
(®) Static IP address:

IPv4 ‘ 0 .77 .15 -191” ‘ RasolvelmmName| —m
T '

1Pvb: ‘ ‘

() Dynamic IP address (e g. assigned by DHCP server)

I Check Point

< Back Next > Cancel

4. B okHe Trusted Communication 8 none One-time 3agaliTe Naposb 418 YCTaHOBAEHUS 3aLMLLEHHOIO
SIC TyHHens mexay SMS un SG, KoTopblit 6bi1 3agaH B npouecce First time configuration wizard (cm.
n.9b). Haxxmute Next>:

Check Point Gateway Installation Wizard ? X

& Secure Internal Communication Initialization

&Y initializing the Secure Internal Communication.

* General Properties (@) Initiate trusted communication now.

* Trusted Communication R . -
Enter an one-time password that will be used to initialize the Secure

Internal Communication between the gateway DM-SG1 and the
Security Management Server.

This one-time password must be the same one-time password you
entered in the "Secure Internal Communication’ tab when you installed
and configured the Check Point software on the gateway DM-SG1.

Gateway's Name: ‘DM*SG1 ‘
One-time ‘........\ ‘
Trust State: ‘Unini(ialized ‘

() Skip and initiate trusted communication later

13| Gheck Point

<Back [ Ned> || Cancel

6. B okHe Get topology Results HaxkmuTe Close:
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Get Topology Results X

The topology was retrieved successfully.
The following table shows every interface found for the given machine.
Networks (or a group of them) that reside behind each interface are also shown here.

Name IPv4 Address _ IPV4 Netmask IPv6 Address _ Direction

o~ eth0 10.77.15.191 2552552540 NA External

< >
Legend

[l New object was created.
[ Existing object was used

7. B okHe End HaxmuTe Finish:

Check Point Gateway Installation Wizard

Installation Wizard Comble

4 1 Cor tion
& The Gateway's installation wizard has completed.

* General Properties Configuration Summary

* Trusted Communication

Gateway's Name: DM-SG1
> End 1Pyd: 10.77.15.191
Platform: Open server
SIC: Trust established

NAT: Disabled
Active Blades: Firewall and NAT

Edit Gateway properties for further configuration

|8 Check Point

<Back [ Fnsh || Cancel

8. B okHe Check Point Gateway HaxkmuTe Cancel.

PekomeHayem nA ganbHeileid HACTPOMKM yCTpoicTB SMS, SG NOAKNIOUNTD MHXKEHEepa UHTerpaTopa uam

nHxeHepa Check Point.
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6 CamocTosiTenbHas HacTpouka Security CheckUP

Bbinyck demo nuyeH3uli

1. Ha noprane https://usercenter.checkpoint.com/usercenter/portal (Hy»Ha KopoTKaa perucrpaums)
npoiante My Check Point - My accounts. Y6eautecb, 4To /15 Ballen y4eTHOM 3anmncu Co3faH akKayHT
B User Center, ecnv HeT - co34anTe HOBbIN:

Check Point ® Contact Us  Support Center Blog  Welcome:
PartnerMAP SALES & KNOWLEDGE MARKETING

CUSTOMER ACQUISITIONS SUPPORT MY CHECK POINT
My Accounts My Info My Partner Profile
Product Center My Profile Partner Dashboard (ED
My Accounts My Certifications Partner Courses
Customer Center My Subscriptions
My Orders Notifications
Track Orders (ED

2. [Oanee npongute Customer Acquisitions - Product Evaluation:

Check Point ® Contact Us  Supy

PartnerMAP SALES & KNOWLEDGE MARKETING CUSTOMER ACQUISITIONS

Try Our Product Extend Your Services

Product Evaluation <: ZoneAlarm Self-Managed Security

Try Our Products ThreatCloud Managed Security Service
Early Availability Programs ThreatCloud Incident Response
TechPoint Design, Deploy, Operate and Optimize
Demo Days Life Cycle Management

Usability Research Sessions (ED

3. [Janee Bbibepute All-in-one evaluation n Haxkmute Next>:

1 of 2 - Select Evaluation Product

Show details v ) THREAT PREVENTION EVALUATION @® ALL-IN-ONE EVALUATION ) OTHER EVALUATION OPTION
Select a product @
Evaluate all of the Threat Prevention Evaluate all of the Gateway and Select a product from the available
Blades on an existing Gateway Management Blades on any Gateway options to compare its features

4. 3anonHute nons Provide Evaluation Info. B none IP address yKkaxuTe npasuibHbiii IP agpec SMS.
Haxkmute Get Evaluation:

5. Haxmute Get license file, uTobbl ckauyaTb pann amueHsum (CPlicenseFile.lic):
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NOTE:

s This is an evaluation license valid for 30 days.

¢ This certificate key is valid for 1 licenses.

Back to Product Evaluation Get License File

MNepengute My Check Point - Product Center - Details. U ckayaitTe ¢pann KOHTpakKToB - Get contracts
(ServiceContract.xml):

Product Center

eesced) Products Blades Services  Accessories  Evaluations Support Training
+ Summary I Export | € Evaluate Blades | ¥ Product Evaluation
Issue Date & Total Not Licensed Yet Valid Expired
Last 1-6 Months 2 1 1 0
Last 7-12 Months 0 a 0 [
Previous Periods 0 0 0 0
Total 2 1 1 0 G
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YcmaHoeka demo nnuyeH3ull
1. [na ycTaHOBKM NMLLEH3MI B rnaBHOM okHe SmartConsole Bbibepute Menu - Manage licenses and
packages... OTkpoeTca okHo Check Point SmartUpdate:
S: - W Objects* | @
L‘ru Manage policies and layers... Ctrl+0
QOpen Object Explorer... Ctrl+E

New object » " "

Publish session Ctrl+S ——

11 R81.10 =

gk 2 # il

Discard session Ctrl+Alt+S

0 R81.10 - |
Session details...

(<]

Install policy... Ctrl+Shift + Enter
Verify Access Control Policy...

Install database...

Uninstall Threat Prevention Policy... )
Management High Availabilit .
Manage licenses and packages... i
SmartProvisioning...

SmartEndpoint...

Global properties...

View »
About Check Point SmartConsole...

@ Hep F1 e
O Exit Alt+F4

Go

2. Nepengute BO BKAagKy Licenses and Contracts m HaxXmuTe KHoOMKy Import Licenses From File.
Bbibepute ckauaHHbIl ¢ain CPLicenseFile.lic n HaxkmuTe Open. O6paTuUTe BHUMaHME, YTO NNLLEH3MA
CPSM (Security Management) ycTaHaB/MBaeTCA aBTOMaTUYECKMU:

4 10.77.15.190 - Check Point SmartUpdate
Bl ey =80 g8 00 st IE® &

- =
—* Package Management !’] Licenses & Contracts A
Machines IPv4 Address  IPvE Address l Verson Sate SKU Description Expiration D... Ha
=& 10.77.15.1%0
&5 dm_sms_B110 10.7.15.190 Tral Pesod 15" 12Feb2022
& DWSGI 10.7.15.191

3. YcraHoBuTe nmueH3smo CPSG Ha w3 6e3onacHOCTU. 1A 3TOro HaxMKUTe NPaBoM KHOMKOM Ha W3
6e3onacHocTM 1 BbibepuTte Attach Licenses...:

! 4 10.77.15,190 - Check Point SmartUpdate
Bl mdy a0 s8R 00 Kk WAk EE® &

El] Licenses & Contracts

=
—* Package Management

Machines IPv4 Address  IPv6 Address Version State SKU Description Expiration D... Has
={E] 10.77.15.1%0
=BG dm_sms_8110 10.77.15.190 Trial Period 15" 12Feb2022
1] cesmc-ucese- Software Bla CPSML-U CPSB-NPM CPS... Securty Management container to manage Unim... 03Mar2022  No
Get Licenses
Attach Licenses...

Attach Assigned Licenses

Detach all Licenses

Show Installed Packages...

4. B okHe Attach Licenses BbibepuTe mueH3snto CPSG u HaxxmuTe Attach:
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Attach Licenses ? X

IP Address  Expiration ...

AR

St Al | el

5. [anee o6HOBUTE KOHTPaKTbI. 14 3Toro B okHe Check Point SmartUpdate Bbibepute Menu - Licenses
& Contracts - Update Contracts - From file... BbibepuTe ckauyaHHbIn ¢ann ServiceContract.xml un
Haxkmute Open:

4 a 10.77.15.190 - Check Point SmartUpdate

BN ®m8 R E 0 WA EE= &
;I:W ﬁ Licenses & Contracts
Tree y J4 Address  IPvE Address Version State SKU
| Packages L3
¢ |[__Licenses & Contracts Atach Software Ba... CPSMC:
I Operations » Detach...
Tools > Attach all Assigned Software Bla... CPSGLC-
Window 4 m
Help 4 Get Licenses
Add License >
Delete
Export to File...
Show Expired...
| Update Contracts From User Center...
View Repository From File...

6. Ybeautecb, YTO KOHTPAKTbl 0BHOBUAUCH:

a 10.77.15.190 - Check Point SmartUpdate -

BN mey o Bt BE® &
—
-A Package Management @ Licenses & Contracts
Machines IPv4 Address  IPv6 Address Version State SKU Description Expiration D... Has Contracts
={E] 10.77.15.190
- EG dm_sms_8110 10.77.15.190 Trial Period 15 12Feb2022
D CPSMC-L CPSB-... Software Bla... CPSM-C-U CPSB-NPMCPS... Security Management container to manage Unlim... 03Mar2022 Yes <:
- DM-SG1 10.77.15.191
L D CPSGC-8-UCPS... Software Bla... CPSGC-8-UCPSB-FWCP... Security Gateway Container for Security Gateway... 03Mar2022 Yes
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YcmaHoeka ob6HoesieHuli Ha SMS
1. Cnomouwbto WEB 6pay3epa nogkntountecb K WEB UHTepdelicy ynpasneHune OC GAIA;
2. MNepengute B meHto Upgrades (CPUSE) - Status and Actions:

dm _sms 8110

Viewmode: | Advanced

© Routing Monitor

= 28 User Management
28 Change My Password
28 Users
28 Roles
28 Password Policy
28 Authentication Servers
28 System Groups
28 GUI Clients

= L2 High Availability
S VRRP
£ Advanced VRRP

@ & Maintenance
 License Status
# snapshot Management
& system Backup
/ Download SmartConsole
 shut Down

& © Upgrades (CPUSE)
) status and Actions
) Software Updates Policy

3. TMposepbTe Hannume obHoBneHui Hotfixes. Eciv o6HOBAEHME AOCTYNHO, TO HA*KMWUTE HA HETO NPaBOWM

KHOMKoW u BblbepuTe Verify Update:

Upgrades (CPUSE) * Status and Actions ‘ Configur:

Deployment Agent build: 2154 | R81.10 take Last updated on: Tue Feb 1 12:30 ‘ (€5 Install DA ‘ | €5 Check For Update ‘ ‘ (S5 Import Package | |

B install Update More ~ Showing Recommended packages + @@ | | Package Details

Release date

File Name:
Check_Point_R81_10_JUMBO_HF_MAIN_Bundle_T30_F

5 Hotfixes 1 item
7 R81.10 Jumbo Hotfix Accumulator General Availability (Take 30) - “ 1 Download 19-Jan-2022 Package Size: 1200.5 M8
E Ll Release Date: 19-Jan-2022
& Mi i 1item s
Minor Versions (HFAs) R e s
Status:
6 Download

OThe package is available for download

4. B okHe Verification results Haxxkmute OK:

Verification results

Q R81.10 Jumbo Hotfix Accumulator General Availability (Take 30)
Package is available for installation

5. 3artem BbinonHute Install Update:

Upgrades (CPUSE) * Status and Actions

Deployment Agent build: 2154 | R81.10 take 335 Last updated on: Tue Feb 1 12:52 2022 ‘ (€= Install DA ‘ ‘ €5 Check For Update
6 Install Update More = Showing Recommended packages ~ @) | | Package Details
Package Status Release date
File Name:
= Hotfixes 1 item Check_Point_R81_10_JUN
7 R81.10 Jumbo Hotfix Accumulator General Availability (Take 30) et mounload 19-Jan-2022 Package Size: 1200.5 Ml
6 Install Update Release Date: 19-Jan-2C

# Minor Versions (HFAs) B verty Upcite 1 item

@ Download

Status:

() The package is availe
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6. TMocne yctaHOBKM 06HOBAEHMA SMS nepesarpy3nTca aBTomaTMydecku. Haxkmute OK:

| Package Install

Click OK to start the package installation.

®The machine will automatically reboot after installation

YcmaHoeka o6HoenneHul Ha SG
BbinosHAETCA aHaNoOrMYHO ycTaHOBKe 06HOBAEHUI Ha SMS.
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Hacmpoliika monosnozauu

1. MoaknoumTtech K WEB nHtepoeiicy OC GAIA yctpolictsa SG (B npumepe https://10.77.15.191);
2. MNepengute Bo BKNaaky Network Management - Network Interfaces. Boibepute nHtepoeiic ethl n

HaxkmuTe Edit:

View made: Advanced

Interfaces

@ overview

&= Network Management

Add - Edit Refresh

&' Network Interfaces
& pp
y Noma Type 1Pvd Address Subnet Mask 1PV Address 1Pv6 Mask Length Link Status
' DHCP Server - ‘

t 10.77.15.19° 2552 . . |
& Hosts and DNS eth Ethernet 0.77.15.191 2552552540 ® up
(] eth1 R . . ] o
&4 1Pvd Static Routes # Ethernet P

lo # Loopback 127001 255,000 o

&a NetFlow Export
€ system Management

£ proxy

£ Time

&Y Flrnine Grear

3. YcraHoBuTe Yekbokc Enable, nepengute Bo BKNaaky Ethernet n ycraHoBute yekbokc Monitor Mode.
Haxxmute OK:

Edit eth1 X

Link Status: Down

Type: # Ethernet
Enable:
Comment:

IPv4 IPvé Ethernet

Hardware Address: 00:50:56:94:0b:23

A

MTU: I

Monitor Mode:

‘ OK H Cancel ‘

4. B SmartConsole nepengute BO BKAagKy Gateways and Servers. [Ba)KAbl HaXMWUTe Ha LW/O3
6esonacHocTn. 3atem Bblbepute Network Management - Get Interfaces - Get interfaces With

Topology:

Check Point Gateway - DM-5G1

General Properties
[ Network Management
[ NAT

HTTPS Inspection Get Interfaces With Topology
e g

[ ICAP Server 2 Get Interfaces Without Topology )
A3 DM-5G1 Platform Portal e 23

9% Getlnterfaces.. | N\ Edit [ Actions~ (& Q Search..

GATEWAYS

& SERVERS ©

® €8 dm_sms_811 Mail Transfer Agent
i Logs

- Fetch Policy

. Optimizations

- Hit Count

[ Other

5. B okHe Get Topology Results HaxkmuTe Accept:
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Get Topology Results X

The topology was retrieved successfully
The following table shows every interface found for the given machine.
Networks (or a group of them) that reside behind each interface are also shown here.

Name IPv4 Address _ IPV4 Netmask IPv6 Address _ Direction

o-ethl 0. 0000 N/A Internal (This Netwo|

- eth0 10.77.15.181 2552552540 N/A External

< >
Legend

New object was created.

Existing object was used

6. WHTepdeinc ynpasneHuns ethO onpegenute, Kak Internal nHTepdeic, HAcTpPoMKM aHTUCNydMHra
nepekntounte B Detect, oTkAOUMUTE NorupoBaHue. s 3TOro ABaxA4bl HAXXMUTe Ha nHTepoderic ethO:

Check Point Gateway - DM-5G1

General Properties

[ Network Management

[ NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy Name Topology IP Comments

[+ ICAP Server

--Platform Portal
Mail Transfer Agent & ethl This network 0.0.0.0/0

[ Logs

- Fetch Policy

+% Get Interfaces.. * & Edit |‘_T Actions * @ Q Search...

5% eth0 External 10.77.15.191/23

- Optimizations
- Hit Count
2. Crther

7. B none Topology Haxkmute Modify:

Interface: ethQ Q @/ x
E . eth0
Enter Object Comment
“
General General
Qos 1Pv4: 10.77.15.191 /23
Advanced I /
Topology
Leads To: Internet (External) @
Security Zone: ~ None

Anti Spoofing: ~ Prevent and Log

Modify...

& Add Tag

Cancel

8. TlpuBeauTe HaCTPOMKU K Craeaytolemy BUAY, ABaxAbl HaxXmute OK:
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Topology Settings

Leads To

Internet (External) @

® Override
Internet (External)
# This Network {Internal)
IP Addresses behind this interface:

Not defined

* Network defined by the interface IP and Net Mask
Network defined by routes
Specific:

Interface leads to DMZ

Security Zone
® User defined
Specify Security Zone:

According to topology: InternalZone @

Anti-Spoofing
« Perform Anti-Spoofing based on interface topology

Anti-Spoofing action is set to Detect -

Spoof Tracking: None -

Cancel

9. WHTepdenc ethl onpepenute, Kak External, aHTUcnyduHr yctaHoBuTe B Detect, oTkawuute
noruposaHue. paxabl Haxxmute OK:

Topology Settings

Leads To

This Network (Internal) @
* Qverride
(® Internet (External)

This Network (Internal)

Security Zone
® User defined
Specify Security Zone:

According to topology: ExtemnalZone @

Anti-Spoofing
+ Perform Anti-Spoofing based on interface topology

Anti-Spoofing action is set to Detect hd
Don't check packets from:

Spoof Tracking: None hd
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AKmueauus 6nelidoe
1. Mepeniante B meHio General Properties. Bo Bknagke Network Security aktusmpyiTe 6neingbl
Application Control, URL filtering, Content Awareness u ldentity Awareness. Identity Awareness

notpebyeT AONOAHUTENLHOW HAaCTPOMKMU:

Identity Awareness Configuration

Methods For Acquiring Identity

Select how users will be identified by your security gateway.

% AD Query

The gateway seamlessly identifies Active Directory users and computers.

B Br Based

=
Transparent Kerberos authentication or Captive Portal.

% [] Terminal Servers
Identify individual users traffic coming from terminal servers (e.g. Citrix).

An agent is required on the terminal server.

< Back | Next > | ‘ Cancel ‘

2. HyXHO yKasaTb y4yeTHyl 3anumcb AamuHuctpatopa cepsepa AD. Ecam KopnopaTuMBHaa MOAUTUKA
6e30MacHOCTM He AONYyCKAeT UCMO/Ib30BaHWE YYETHOM 3annCK afAMUHUCTPATOPA, TO HYXKHO CO34aTb
nosb3oBaTens c HeobxoaumbiMmu npasamu gocryna: sk43874 n sk93938:

Identity Awareness Configuration

Q Integration With Active Directory / Azure Active Directory

L0}

Select an Active Directory:

[ Create new Active Directorv... v
Domain Name: ldm.local |
Username: |Administrator |
Password: [eevsceee |

|

Domain Controller: ‘1[}.77.1 5.192

n Domain Administrator credentials are required.

Successfully connected!

3. 3aBepwuTe HacTpoWky 6neliaa ldentity Awareness;
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4. Mepenante Bo BKAaaky Custom Threat Prevention n aktusupyiite 6aeiigpl IPS, Anti-bot, Anti-Virus:

Check Point Gateway - DM-SG1

General Properties
[+ Network Management Machine
[ NAT

R .| v
HTTPS Inspection Name: ‘ DM-5G1 ‘ Color: Black
s presy : _ i
IPv4 Address: _10‘77.15‘191
[ ICAP Server Resolve from Name D Dynamic Address

Platform Portal

IPv6 Address: | |

[+] Identity Awareness

U

serCheck Comment: ‘

Mail Transfer Agent
[+ Logs

Fetch Policy Secure Internal Communication: Trust established ‘ Communication...

Optimizations

Hit Count Platform
(4] Other

Hardware: |Open server ~  Version: R81.10 ¥ | 0S: |Gaia ™ Get

£ Network Security (4) & Custom Threat Prevention (0) s Management (0)

SandBlast

@ Cusgtorn Threat Prevention DThreat Erulation
O Autonomous Threat Prevention DThreat Evtraction
Threat Prevenition
Clirs

[ Anti-Bot
[ Antirvirus

9 Anti-Virus

Anti-Virus protection leverages real-time intelligence and
in-depth heuristic analysis to block viruses, worms and other
malware at the gateway.

5. B okHax First time activation yctaHoBuTe nepekntoyatens B According to the TP Policy:

Anti-Bot and Anti-Virus First Time Activation ? X

A
@ According to the Threat _/ O Detect only

Prevention Policy

OK Cancel

6. AktusupyiTe 6neiig Threat Emulation:
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Threat Emulation First Time Activation ? X
& Emulation Location
@ Select where emulation will take place
Analyze files on:
c ® ThreatCloud Emulation Service ThreatCloud
Send files to ThreatCloud for analysis e Low performance
Learn More about ThreatCloud... ) P
impact on
Security Gateway
E o Locally on this Threat Emulation appliance ¢ Always up to date
Analyze files locally, supported only on environments v
a Threat Emulation appliance. < >
(R} O Oth . .
L ther Threat Emulation appliances
Send files for analysis to another Threat
Emulation devices.
< Back Nex> | | Cancel
7. 3aBepwwuTe HacTpolky 6neliaa Threat Emulation. HaxkmuTe Finish:
Threat Emulation First Time Activation ? X

@ Summary

O]

@  The Threat Emula Now Active!

Emulation will take place on the Cloud

What's Next?

&
==

=g

Install policy on this security gateway

Enable security gateway as a Mail Transfer Agent (MTA)

< Back

[ Fmish || cancel
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8. [Mocne HacTpoikn 61enaoB B OKHe CBOMCTB LW/03a HaxkmuTe OK:

Check Point Gateway - aw-7000

- General Properties

[ Network Management Machine
o
. . - Black hd
HTTPS Inspection Name: | gw-7000 | Color:
- HTTP/HTTPS Pro
- ICAPfSer\«'er o 1Pv4 Address: | 192.168.171.11 Resolve from Name [ ] Dynamic Address
- Anti-Bot and Anti-Virus 1Pv6 Address: | |
[+ Threat Emulation
- Threat Extraction
Comment: |
- Platform Portal
- UserCheck
--Mail Transfer Agent Secure Internal Communication: Trust established ‘ Communication...
IPS
i) Logs Platform
Fetch Policy
- Optimizations Hardware: | 7000 Appliances ~ | Version: R81.10 ~ | 0S: Gaia 57 Get
Hit Count
[ Other

& Network Security (4) & Custom Threat Prevention (5) & Management (0)

SandBlast:
(®) Custom Threat Prevention Threat Emulation

() Autoniomous Threat Prevention Threat Extraction

Threat Prevention:

v]IPs

Antivirug

© SandBlast Threat Extraction

Threat Extraction provides proactive prevention of unknown
attacks from day zero, by sanitizing incoming files before
delivering them to users.

|

9. [Ba)Kabl HaxXmute Ha yctporictBo SMS. AKTuBupyiTe 6neigbl SmartEvent Server n SmartEvent
Correlation Unit. 9T1 6neiiabl OTBEYAOT 33 KOppensunio cobbliTit 6e3onacHOCTU U cocTaBieHMe
oTtyeToB. Haxkmute OK:
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- General Properties
Network Management
L NAT
Logs
L. Other

Machine
Name: ‘dm,sms,snu ‘ Color:
IPv4 Address: | 10.77.15.190 Resolve from Name
IPv6 Address: ‘ ‘
Comment: ‘

Secure Internal Communication: Trust established

‘ Communication

Platform

Hardware: |Open server ~ | Version: R81.10

 Management (5)

Network Policy Management Workflow
Secondary Server [_|User Directory
[ ] Endpoint Policy Management Provisioning
Logging & Status D Compliance

D Identity Logging

£ Eyent Correlation

Centralized, real-time, security event correlation and
management for Check Point and 3rd party devices.

0S: Gaia e Get

SmartEvent

SmartEvent Correlation Unit

Cancel
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Hacmpolika 6netida Application Control

HactpouTte 6neing Application Control ansa Security CheckUP. Ona satoro nponante Manage & Settings - Blades
- Application control. Advanced Settings... B okHe Application Control & URL filtering settings ycTtaHoBUTE
nepekntoyatens B nonoxeHue Allow all requests (fail-open), yctaHoBuTe yekbokcbl Categorize HTTPS
websites, Categorized cached pages and translated pages in search engines. Haxkxmute OK:

Application Control & URL Filtering Settings

+ 4 Permissions & Administrat... a General

Blades

L Global Properties... || General Fail mode
» (3 Sessions Check Point onfine web service In case of intemal system error

& Tags nng Application Control o Allow all requests (fail-open)

ﬁ Preferences Block all requests (fail-close)

o . Advanced Settings...
Sync with UserCenter
Y URL Filtering

SmartTasks
@ O Content Awareness @ Note: The following features are available for R76 gateways and above.

& Package Repository v Categorize HTTPS websites @

A8 Policy Settings Advanced Settings.. Enforce safe search on search engines @

Threat Prevention

v Categorize cached pages and translated pages in search engines @ <:

Connection unification

Advanced Settings... Session unification timeout (minutes) | 180

@ Patalloss|Prevental Application Control Web Browsing Services

All web applications are set to be matched on the following services:
+ X Q search.

= Mobile Access @ hitp Hypertext Transfer Protocol
o

@ https HTTP protocol over TLS/S5L

@ HTTPS proxy

HTTP_proxy

9 Compliance Cancel

4:41 PM
2/1/2022 25

o 30°F Cloudy -~ ‘® 7 @) ENG

Hacmpolika 6netidoe Threat Prevention

Ons HacTpoiiku bnepos Threat Prevention nepeigute Manage & Settings - Blades - Threat Prevention.
Advanced Settings... B okHe Threat Prevention Engine Settings ycTaHOBMUTE MepeKkatoyaTeNM B NONONKEHUS
Allow all connections (fail-open) n Background - requests are allowed until categorization is complete.
Haxxkmute OK:
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+ 4 Permissions & Administrat... & General

)Ml Blades o
Global Properties... Inspection Settings...

+ [, Sessions
Y evention Engine

@ Teos Eg Application Control & URL Filterin

¥ Preferences General Fail Mode
Advanced Settings..

€ Sync with UserCenter Anti-Bot In case of internal system error
* Allow all connections (Fail-open)
(& SmartTasks Threat Emulation
Content Awareness Block all connections (Fail-close)
& Package Repository Threat Extraction

0% Policy Settings Advanced Settings.. UsarCheck Check Point Online Web Service

Block connections when the web service is unavailable

External Feed

Threat Prevention Resource classification mode
D Background - requists ase allowsd until categorization is complete <:

Advanced Settings...

@ Data Loss Prevention

Hold - requests are blocked until categorization is complete

Custom - configure different settings depending on the service

Connection Unification

Session unification timeout (minutes): ' 600

HTTP Inspection

- .
= Mobile Access < Enable HTTP inspection on non standard ports for Threat Prevention blades

Cancel

q Compliance

4:41PM

& 30°F Cloudy ENG

Hacmpoiika nonumuku Access Control

Ons HacTpoiKkn noanTukm Access Control nepeiiaute B meHto Security Policies.
1. W3meHuTe CleanUP rule. B none Action yctaHoBuTe 3HauyeHune Accept, ybeautech, 4to B none Track
OTK/IIOYEHO NorMposaHue - None:

& Creckont
smartConsole

Standard
“
g + Access Control == e © e Tadon- B \
‘ (g Policy No. Destination VPN Services & Applications Action Track Install On
535 NAT 1 ~ % Any % Any % Any @ Accept ¥ = None * Policy...

+ Threat Prevention

g Custom Policy
+ (95, Autonomous Policy
i@ Exceptions

= HTTPS Insnertinn

2. CospgaiiTe BTOpOW ypoBeHb NoauTMkK ans Application Control, gna sToro npaBoi KHOMKOM MbIlK
Ha*kKmuTe Ha Policy u BbibepuTe Edit Policy:
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44
Access Control T = B O W 1 actions
(Ag Policy No Destination VPN Services & Applica

225 NAT A%, Edit Policy... “~ * Any % Any * Any

- Threat Prevention

3

POLICIES g Custom Policy
+ 8% Autenomous Policy

s 1@ Exceptions

3. B okHe Policy B none Access Control HaxkmuTe “+” - New Layer - New...:

+ Access Control . ) Standard
g Policy ter Obie T Install On
155 NAT None * Policy...
~ Threat Prevention Policy Types

General

g Custom Policy Installation Targets 4 L.I Access Control & HTTPS Inspection « L.F- Threat Prevention

+ [#%, Autonomous i

o e 8% Access Control Blacles: 232 .
- HTTPS Inspection
f +
g Policy
Q| # New Layer..
% Custom Threat Preventios
Shared Policies Layer Comment New =
F Inspection Settin
% Autonomous Threat Prev
tional Rule In

4. B okHe Layer Editor 3agante uma, Hanpumep, Application. YctaHoBuTe yekboKebl Application Control
& URL Filtering n Content Awareness:

Layer Editor Q O X
A Application
Xz :
“
General Blades
Firewall
Advanced

v Applications & URL Filtering
Permissions

4 Content Awareness

Mobile Access

Preview:

tination VPN Services & Applications Content Action Track Inst:

Sharing

Multiple policies and rules can use this layer

@ Add Tag

OK Cancel

5. B okHe Policy HaxkmuTe OK:
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Policy Q O X
. . Standard
Ent bject Comment
“
General Policy Types
Installation Targets v L.! Access Control & HTTPS Inspection v L.F. Threat Prevention
™ Access Control 1 Network Blades: 222 =
4+ 2 Application  Blades: gg =K
|!F. Custom Threat Prevention =
+
L'Ea Autonomous Threat Prevention
& HTTPS Inspection @ Default Layer o2, Shared =v
& Add Tag
oK Cancel

6. WU3meHuTte CleanUP rule gna yposHs Application. Y6eguTech, uTo B nose Action yctaHosneH Accept, B
none Track yctaHosneH Detailed log. Ons yctaHoBku Detailed log neBoit KHONKOM MbILIW HaXKMUTE Ha

None B none Track, Bbibepute More ...:

Check Point
tConsole

“ §
= . == 3z = O M 12 Actionss B Y 2
= + Access Contro 2
~ (\g Policy No. surce Destination VPN Services & Applications Action Track E
€ Network 1 Ne Ay * Any * Any * Any @ Accept . ¥
= None
- 2
€& Application 8 e
1§ NAT
B Alert 4
» Threat Prevention
~ AR Custom Policy
More ...

» 8% Autonomous Policy

7. B okHe Track settings B none Track Bbibepute Detailed log, ybegutech, 4To ycTaHOBAEH YEKBOKC

Accounting. Haxkmute OK:
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Track Settings

Track: E Detailed Log i

Alert: = None -
v B Accounting

Log Generation
*\e per Connection
) ?
Enable Firewall sessions @

oK Cancel

8. [ob6asbre npaBuno ana Content Awareness. Haxkmute Add rule above. Y6egutecb, 4to B nonsax
YCTQHOB/EHDI C/leAytoLme 3HaYeHuA:

Source - Any, Destination - Any, Services & Applications - Any, Content - Any file| Any direction,
Action Accept, Track - Extended log + Accounting:

E Check Point
SmartConsole
Standard
“
NB 13 Actions =
+ Access Control
~ I\g Policy Services & Applications Content Install On
€ Network 1 N Any * Any * Any & AnyDirection @ Accept e « roicy..
Ao Any File B Accounting
€& Application
2 Any * Any * Any * Any D Accept Bl Detailed Log * Policy...
G NAT f8 Accounting
- Threat Prevention

[Ag Custom Policy

+ 1= Autonomans Policy

O6HoBuTe 6a3bl bneiaa Application Control, ans storo B pasaene Access Tools BbibepuTte Updates:
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Standard

“

+Access Control © Note: No proxy configuration is defined for the Security Management server. Configure proxy... Hide |
~ |\ Policy
& Network I:Iug Application Control & URL Filtering
SE;::ITY ® Application A new update package is available 141202201311513
POLICIES 5 NAT © Security Management Server Update: Every day at 00:00
+ Threat Prevention © Security Gateway Update: Every 2 hours 0 minutes 0 seconds

(A Custom Policy Management Update ~ * = Schedule Update...
» L's, Autonomous Policy
@ Exceptions

+ HTTPS Inspection

(Ag Policy

Shared Policies
€ttt onaie o B

Access Tools
% VPN Communities

N
) & UserCheck

[ Client Certificates e

@ |!E! Application Wiki =
@ Installation History

10. 3anyctute obHoBNEeHWNEe 6a3 U J0XKAUTECH 3aBepLIEHNA 0OHOBNEHUS:

Standard

“
- Access Contro @ Note: No proxy configuration is defined for the Security Management server. (¢

- (A Policy
& Network o Es Application Control & URL Filtering

=
& Application . . )
& Version 141202201311513 (Created on: 1/31/2022 6:13 PM)

£g NAT @ Security Management Server Update: Every day at 00:00
- Threat Preventior © Security Gateway Update: Every 2 hours 0 minutes 0 seconds
(Ag Custom Policy
Management Update *  Schedule Update...
» I#3, Autonomous Policy

@ Exceptions

o O

Application Control & URL Filtering

& Application Control & URL Filtering Update
finished successfully

Trusted CA automatic update

@ Trusted CA has been updated
Please install policy for the changes to take af...

& 30°F Cloudy

Hacmpolika nonumuku Threat Prevention

Mepenante Security Policies - Threat Prevention - Custom Policy. Mo ymon4aHuIO ycTaHOBAEHA NONTUKA
Optimized.

1. W3meHuTe HacTPOMKMN NOSIUTUKU, AN STOFO HAXKMUTE NPaBOMN KHOMKOM Mbilin 1 BbibepuTe Edit...:
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“
LR Qo - Y
- Access Control ===
- g Policy No. Name Protected Scope Protection/Site/File/Blade ~Action Track
AAAAAA v
€ Network 1 * Any - NA E optimized _ = " Log
E oOptimized J Packet C:
§ Application = strict i Forensics
SECURITY E
POLICIES %6 NAT B Basic
- Threat Prevention © View..
AR Custom Policy N\ Edit.
¥ New..

» |_'s, Autonomous Policy
i@ Exceptions

+HTTPS Inspection

Profiles Q ® X

mm|  Optimized_mod
=7 Provides excellent protection for all common network products and protocols against recent or popular attacks.
4
: Blades Activation
General Policy
. SandBlast Active Protections
+ Mail
pe v &3 Threat Emulation Performance Impact: High or lower A
L3
v &* Threat Extraction Severity: Medium or above v
Anti-Bot
g Threat Prevention Activation Mode
Anti-Virus
High Confidence: Prevent -
+ Threat Emulation v ﬁ 1 J v
A Medium Confidence: Prevent M
» Threat Extraction ~ g AR b
v Low Confidence: Detect M
Indicators v @ Anti-Virus
Malware DNS Trap
OK Cancel

2. Mepengute Bo BKNaaKy Anti-Virus, B none File Types ycTaHOBUTE nepekntoyaTesib B MOJIOXKEHME
Process all file types, yctaHoBuTe uyekbokc Enable drop inspection scanning. Ybeautecb, 4TO

yCcTaHoBAeH YekboKc Enable Archive Scanning:
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Profiles Q ®© X
Optimized

Provides excellent protection for all common network products and protocols against recent or popular attacks.

UserCheck Settings

General Policy

» Mail Prevent: N Anti-Virus Blocked -

LIPS Ask: N Company Policy Anti-Virus  *  Show:  Once a day v
Anti-Bot Protected Scope
Anti-Virus

®  Inspect incoming files from the following interfaces:  External And DMZ ~

+ Threat Emulation Inspect incoming and outgoing files

+ Threat Extraction

. Protocol
Indicators
v Web (HTTP/HTTPS) @
Malware DNS Trap P @
sme ©

Mail (SMTP) - according to profile Mail settings

File Types

Process file types known to contain malware

® Process all file types @
v Enable deep inspection scanning (impacts performance)

Process specific file type families

Archives

Enable Archive scanning (impacts performance) - | Configure... @

3. NepeiguTte Bo BKNaaKy Threat Emulation - General. BKaounTe amynaumio ana BCEX M3BECTHbIX TUMOB
daiinos:
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Optimized

UserCheck Settings

General Policy
» Mail Prevent: S Threat Emulation Blocked “
) IPS Ask: & Company Policy Threat E... =
Anti-Bot Protected Scope
Anti-Virus

- Threat Emulation Inspect incoming and outgoing files

General

) ) Protocol
Emulation Environment

v Web (HTTP/HTTPS) @
Advanced
Fir @
+ Threat Extraction sve ©

Indicators Mail (SMTP) - according to profile Mail settings

Malware DNS Trap .
File Types

Process spedific file type families

Archives

Block archives containing these prohibited file types

Provides excellent protection for all common network products and protocols against recent or popular attacks.

* Inspect incoming files from the following interfaces:

® Process all enabled file types (8 out of 83..)) @

SECURITY CHECK('(’JD

)

x

Show:  Once a day

External And DMZ

Configure...

oK Cancel

Threat Emulation Supported File Types

© No proxy defined, displaying cached objects.

File types supported in Threat Emulation:

Type Description

v |j tgz Tgz archive ALL
v ',._j pif Program Information File ALL
v [ gz Gz archive ALL
v [ bz2 Bz2 archive ALL
v [ tbz2 Thz2 archive ALL
v [ th2 Th2 archive ALL
v [ tbz Tbz archive ALL
% com Executable File ALL
v [€] iso Archive file of an optical disc ALL
v [ = XZ archive ALL
v ? zip Zip Archive ALL
v [#] cpl Control Panel Item ALL
v & psl PowerShell script ALL
v [ rar Rar Archive ALL
v bat Batch Script File ALL

Emulation supported on

Configure proxy... Hide this warning

Q Search...

Cancel

4. B okHe Profiles HaxxmuTe OK:
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Profiles Q, 9 X
= Optimized
—d Provides excellent protection for all common network products and protocols against recent or popular attacks.
“
General Policy UserCheck Settings
. Prevent: S8 Threat Emulation Blocked “
+ Mail
\ IPS Ask: Y Company Policy Threat E.. ¥  Show: Once a day -
(TR Protected Scope
Antigiics * |nspect incoming files from the following interfaces:  External And DMZ =
- Threat Emulation Inspect incoming and outgoing files
General
) ) Protocol
Emulation Environment
v Web (HTTP/HTTPS) @
Advanced
e @
» Threat Extraction sve @
Indicators Mail (SMTP) - according to profile Mail settings
Mal DNS Tr .
aware e File Types
® Process all enabled file types (83 out of 83..)
Process specific file type families
Archives
Block archives containing these prohibited file types Configure...
OK Cancel
5. COXpaHMTe U3MEHEHHYI NOJIMTUKY NoA4 OPpyrmm MMeHeEM, Hanpumep, CheckUP:
SmartConsole X

The Optimized profile cannot be changed
Click OK to save as a new profile

Cancel

Clone Object X

Enter a name for the new object:

|CheckUP|

© PS Protections user modified activations will not be cloned.

oK

Cancel

6. 3ameHuTe noanTuKy Optimized Ha noanTmky CheckUP:
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Standard
= = = (4] T
= Control
- A Policy No. Protected Scope Protection/Site/File/Blade _Action Track Ins
£ Network * N * Any = NA B chedwr eQO0OC F o *
T Packet Capture
& Application P\ Forensics
5 NAT
- Threat Preventio
~ {0 Custom Policy

+ I% Autonomous Policy

eptions

7. OnumoHanbHo*, BMmecTo Custom Policy MoxKHO ncnonb3oBatb Autonomous policy B pexume Strict.
Onsa storo Bblbepute Threat Prevention - Autonomous policy - Policy. B Bbinagatowem MeHto

BblOepuTe pexkmm Strict:

Standard
« Access Contro @ No gateway currently has the Autonomous Threat Prevention activated.
~ (A Policy AUTONOMOUS PROFILES OVERVIEW = Based
£ Network

€ Application Current protection profile O
S
56 NAT
B Autonomous Threat Prevention
- Threat Preventior
(AR Custom Policy © I
- 9% Autonomous Policy B O . 0
3 H H Q,
5, Policy Strict Security
B File Protections

£ Settings

i@ Exceptions

Inspected files Sandboxed files

Profile Description: [ O

« HTTPS Inspection Maximum security for perimeter gateways to prevent cyber attacks. Includes protection for Blocked malicious files
users browsing the web, data centers, incoming emails and FTP.

(g Policy
Profile's Technologies:

o

Autonomous Policy Tools
L
§ Indicators | T C
Blocked attempts to access malic

& Updates Sandbox Threat Cloud Sanitization (CDR) C&C Protection

R UserCheck
1Y 1
R, Threat Wiki % e (=] O
@ Installation History IPS Protections File & URL Reputation © Feedback NSRRI

8. MNepenaute B pasgen Custom Policy Tools - Update. N obHoBMTe 6a3bl 6aenpos IPS, Anti-bot, Anti-

Virus u Threat Emulation:
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@ Note: No proxy configuration is defined for the Security Management server. Configure
15 NAT

hreat Preventior @? PS

g Custom Policy

» ¥ Autonomous Policy & IPS Management update is locked by Current Session - Publish session to release @
i@ Exceptions Note: loading IPS update statuses..

- HTTPS Inspection ® Scheduled Update: Update on the server and

Every 2 hours 0 minutes
(g Policy

g Anti-Bot

F Inspection Settings &

c S Note: There are no Anti-Bot update statuses. Validate SIC connectivity and install policy for Anti-Bot enabled gateways
Custom Policy Tools
B Profi @ Scheduled Update: Update on the security gateway Every 2 hours 0 minutes 0 seconds
3 Profiles
@ IPS Protections Schedule Update..
@ Protections
B, Whitelist Files Q Anti-virus
. Indicators
Note: There are no Anti-Virus update statuses. Validate SIC connectivity and install policy for Anti-Virus enabled gateways
© Updates <: © Scheduled Update: Update on the security gateway Every 2 hours 0 minutes 0 seconds
R UserCheck
- Schedule Update...
R, Threat Wiki

@ Installation History

“

- Access Control (V] t% IPS
~ (\g Policy
@ 1 gateway is up to date More Detz
€ Network
- - © Scheduled Update: Update on the server and g ys Every 2 hours 0 minutes
€ Application
6 NAT Update Now ¥ Schedule Update... = Follow Protections...

~ Threat Prevention

[\g Custom Policy o g Anti-Bot

» L'&, Autonomous Policy

@ 1 gateway is up to date More De

ails...

i@ Bxceptions © Scheduled Update: Update on the security gateway Every 2 hours 0 minutes 0 seconds
« HTTPS Inspection

- Schedule Update...
Custom Policy Tools

B Profiles (/] g Anti-Virus

PS Protections

@ Protections @ 1 gateway is up to date I Details...

® © Scheduled Update: Update on the security gateway Every 2 hours 0 minutes 0 seconds
Whitelist Files

id

B Indicators Schedule Update...

(:; Updates

K UserCheck o @ Threat Emulation

AR Threat Wiki &
B Threat Wikd @ 1 gateway is up to date More Details

@ Installation History

) Srhaduled lindate: lindata annine nn tha carurity aatawav Fuary dau at 05:00

Hacmpoliika napamempoe Stateful Inspection

1. Nepengute B Menu - Global Properties:

)
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Manage policies and layers...
Open Object Explorer...

New object »

Session details...

@ nstall policy... Ctrl+Shift+Enter
Verify Access Control Policy...
Install database...

Uninstall Threat Prevention Policy...

Manage licenses and packages...
SmartProvisioning...
SmartEndpoint...
Global properties...
View v
About Check Point SmartConsole...
© Hep F1
[

Exit Alt+F4

L

2. Nepengute B pasgen Stateful inspection n cHUMUTe YekboKebl ana Drop out of state TCP packets,
Drop out of ICMP packets n Drop out of SCTP packets. Haxxmute OK:
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Global Properties

[} FireWall Default Session Timeouts
MNAT - Network Address | =
. Authentication TCP start timeout: 25 < | seconds
VPN TCP session timeout: 3600 2 | seconds
Identity Awareness |: e
[ Remote Access TCP end timeout: 20 < seconds
- User Directof =
Qos v TCP end timeout (R80.20 and higher gateways): |5 + seconds
Carrier Security UDP virtual session timeout: 40 < seconds
- User Accounts |:
- ConnectControl ICMP virtual session timeout: 30 + seconds
Stateful Inspection
[ Log and Alert Other IP protocols virtual session timeout: 60 : seconds
- OPSEC -
Security Management Aq SCTP start timeout: 30 < seconds
Non Unique IP Address SCTP session timeout: 3600 +| seconds
- IPS SCTP end timeout: 20 < seconds
UserCheck
- Hit Count Stateful UDP
- Advanced
Accept stateful UDP replies for unknown services
Accept Stateful ICMP
Replies Errors
Stateful Other IP Protocols
] Accept stateful other IP protocols replies for unknown services
Out of state packets
D Drop out of state TCP packets Log on drop Exceptions...
[ ] Drop out of state ICMP packets Log on drop
[ ] Drop out of state SCTP packets Log on drop
< >

Ycmanoeka nonumuk Access Control u Threat prevention

1. Haxmute Install Policy - Publish & Install:

44
- Access Control

~ g Policy
€ Network

>
€ Application

SECURITY
POLICIES g NAT

- Threat Prevention
g Custom Policy

+ 9= Autonomous Policv
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2. B okHe Install Policy cHumute uekbokc Threat Prevention n Haxkmute Install. loxkantecb oKOHYaHMA
YCTaHOBKM NOJINTUKM:

Install Policy

L.l Standard

v [\ Access Control Changes data is not available

[C] W Threat Prevention

A The policy includes Blades that have an expired contract or a contract that is about to expire. /A Don't show again

DM-SG1

IP: 10.77.15.191 | Version: R81.10

© View changes (& Policy Targets...

Install Mode >
® Install on each selected gateway independently
v For gateway clusters, if installation on a cluster member fails, do not install on that cluster.

Install on all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version.

Install Cancel

3. VYcraHosuTe noautuky Threat Prevention. [ns 3storo Haxkmute Install Policy, y6egutecb, uto
ycraHoBneH yekboke Threat Prevention, HaxmuTe Install. JoxKguTecb OKOHYaHWUS YCTAaHOBKM:

Install Policy ® O x

L.I Standard

v Al Access Control No changes from last installation (2/1/2022)

[ W Threat Prevention

A The policy includes Blades that have an expired contract or a contract that is about to expire. N/A Don't show again

DM-SG1
IP: 10.77.15.191 | Version: R81.10

© View changes (€ Policy Targets...

Install Mode A
® Install on each selected gateway independently
v For gateway dusters, if installation on a cluster member fails, do not install on that cluster.

Install on all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version.

Install Cancel
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7 Kak coctaBuTb oTuyeT

Mocne aByx Heaenb paboTbl 06o0pyaoBaHKUsA, cocTasaneTca otyeT Security CheckUP. Ons storo:

1. Mepenante Bo BKNaaky Logs & Monitor. Co3palite HOBYtO BKnaaky New tab - Reports - Security
CheckUP advanced:

i) Check Pont
artConsole

New Tab x
Q search

* Favorites e
©Open ¥ New..v JBExportto PDF = Actions i =] New
® Recent

4t Shared Object Categories

Favorites Name Category
@ Logs — TN & Network Objects
@ views == 5 services

& Reports Lo s wene
¥ Applications/Categories

THREAT ANALYSIS REPORT % VPN Communities
o i e heast el Ao Data Types

0GS B Scheduled
LOGS & B Schedul 28 Users/Identities

MONITOR

& Archive :
DPR Security Report General W servers

© Time Objects

N UserCheck Interactions

Security Checkup -
@ Limit

Advanced

B«
Qr
@n
-]
& v

# Created by Check Point

t Settings & Poli

L) Tunnel & User Monitoring

™ SmartView &

2. [pu Heo6X04MMOCTM OTYET MOXKHO 06€31MYnTb, ANs 3TOro BbibepuTe Options - Hide Identities:

&
Query Syntax 0bject¢
c— ; Net
= Options v & Ne
4= Sen
N Edit ’ s App
T Copy I S VP
¥) Restore Defaults Ao Dat
[2 Hide Identities 4t Use
ﬁ Sen

Hide Identities >
© Tim
Y. Report Filter S Use

® Lim

¥ Report Settings

O3HaKombTeCb C NPMMEPOM OTHETA.
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8 Kak nonyuynTb oT4eT Ha PYyCCKOM Si3blKe

]|

T
MONITOR

3arpy3suTe WabaoH OTYETa HA PYCCKOM A3bIKE;

PacnaKyiTe cKayaHHbIN apXuB;

B SmartConsole nepeiigute Logs & Monitor - New Tab - Reports - Actions - Import. YKaxkute nyTb 40
CKayaHHoro wabnoHa .cpr:

Point
rtConsole

Security Checkup - Advanced G ew 0qs New Tab x

o Favorites
® Recent

@ Open ¥ New. JB Export to PDF | &= Actions v Q

ort te -
g% Application and URL Filtering  Acc . Import Templa Check Point

B views
B Reports 2® Cloud Services Act Check Point 5 G ot
Q Compliance Blade Check Point
Tasks 29 Content Awareness Acc M Ch O
- B Clone
B Scheduled o _ . ,
Correlated Ev Gel veck Point
B Archive G Couela T Copy e APPLICATION and URL FILTERING
B (DLP) A Check Point
Th" a Rename
General
# Application and URL Filtering
Threat Prever Check Point

k Point . .
2 Created by: Check Point

New Tab x

* Favorites
(@® Recent

4k Shared

© Open # New..~ JBExportto PDF = Actions

Favorites Name Category Last Viewed Created b| Preview (Today)
E Logs B cation and UKL Filtering ~ Access Control Check Point

3 views
B Reports

88 Cloud Services Access Control Check Point

Q Compliance Blade Compliance Check Point

#8 Content Awareness Access Control Check Point . .
- SECURITY ( \
By ccheduled Correlated Events Genera Check Point

Security Checkup - Advanced

Archive Data Loss Prevention (DLP) Access Control Check Point
DDOS Protector Threat Prevention Check Point
Detailed User Activity Access Control Check Point
GDPR Security Report Genera Check Point
IntelliStore Threat Prevention Check Point Security Checkup -
Intrusion Prevention Syste Threat Prevention Check Point Advanced_Russian

License Inventory Genera Check Point
1 Created by:

B Creation Date

Mobile Security Checkup Genera Check Point

Network Activity Access Control Check Paint

BNl ast Vie Less than a minute ago

ternal Apps B Network Security Genera Check Point o

= ; e

& smartEvent Settings & Policy ) )
v 9 y B Security Checkup - Advanc..  Genera 21 hours Check Point

g
O

Tunnel & User Monitoring ¥ _
L B Security Checkup - Advanc..  Genera Lessthan .. admin

" SmartView
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