—
SPACE-BIT
L1

I CONFIG

Cucrtema ynpas/sieHMA YA3BUMOCTAMM

KOHUrypaumm nporpammHoOro
obecneyeHma

www.spacebit.ru



YA3BUMOCTU, CBA3aHHbIE C YesioBe4YeCcKUm ¢paKTopom

Hebe3onacHble HAaCTPOMKMU

OwunbKM Nnpu aocTaBKe AaHHbIX
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Figure 41. Action varieties over time in Miscellaneous Errors breaches



YnpasneHue yasBUMOCTAMU B UHPOPMaLMOHHbIX CMCTEMaX

KaTteropus PacnpoctpaHeHHble meToAbl NpeAoTBpaLlLeHUA 30Ha
YA3BUMOCTU YA3BUMOCTEI AaHHOI KaTeropuu OTBETCTBEHHOCTU
yassumoctu * MogagennpoBaHue yrpo3 u HapylwmTenemn Pa3paboTumk

NPOEKTUPOBaHUA » BkntoyeHue TpeboBaHUI 6€30NaCHOCTM B 3a4aHME HA CO34aHNE CUCTEMDI
* AHanu3 6e30nacHOCTM UCXOAHOIO KOAA NPUIOXKEHUMN

yassumoctu = TecTMpoBaHue 6€30NacCHOCTM NPU NPUEMKE CUCTEMDI Pa3paboTumk

peanusauum * YCTpaHeHMe BbIABNEHHbIX YA3BMMOCTEN YPOBHA peanmsaumm
= Pa3paboTka u npumeHeHue cTaHZAPTOB 6e3onacHon KoHoUrypauum

YA3BMMOCTU * Mepuopuueckoe TectTupoBaHue 6e3onacHoOCTU NoTtpeburennp

KOHUrypaumm * MMepuopmueckoe CKaHMpPOBaHUE YA3BUMOCTEN
* YcTaHOBKA 06HOBNEHMI 6€30MaCHOCTU, YCTPAHAIOLWMX U3BECTHbIe
yA3BUMOCTHU
.g NIOBAA CUCTEMA, AAXKE HE OBNIAJAIOLLAA YA3BUMOCTAMMU YPOBHA NMPOEKTUPOBAHUA
I U PEANIN3ALIUN, NPEOCTABNAET COB0M CYLLLECTBEHHYIO YIPO3Y BE3OMNACHOCTMH,

EC/IM OHA HE CKOH®UTYPUPOBAHA AONKHbIM OBPA3SOM




Ttanbl paboT No ynpas/eHUI0 YA3BMMOCTAMMU

MoOHUTOPUHT

YA3BUMOCTEN U OueHKa
OLLeHKa ux yAa3BMMocCTei
NPUMEHUMOCTH

11| 2

OnpeaeneHune
MEeTOoA0B U
npUoOpUTETOB
yCTpaHeHus
yA3BMMOCTEMN

KoHTponb 5
yCTpaHeHuA
yA3BUMoOCTe

YcTpaHeHue
yA3BUMOCTEN

(c) PykoBoACTBO NO OpraHn3aumnmn npouecca
ynpasaeHua ya3BUMOCTAMU B OpraHe
(opraHusauyum), ®CTIK, 17 mana 2023 r.




TpeboBaHuMA perynatopos

= Toprosble npeanpuATUA " 34paBooxpaHeHue = OUHAHCOBbIE M CTPAXOBble
= PUHAHCOBbIE YUPEKAEHUA " Hayka opraHusaumu
= Paspabotunkm MO u = TpaHcnopT

annapaTHoro obecnevyeHus " CeAasb

A8 3TMX obnacrel = JHepreTuKa

" OUHAHCOBBIN CEKTOP

TOI'II'II/IBHO-3HepI'eTMLIECKMﬁ
KOMMNAeKC

ATOMHasA sHepreTnKa

CepBuc-nposangepbl

baHK Poccum
(fTOCT P57580.1 2017)

PCI DSS KUU (#3-187)
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Cuctema ynpasneHua yasBUMOCTAMMU KOHOUTypaumii NHPOPMaLMOHHbIX pecypcoB. PelueHue
NO3BO/IAET BbICTPOUTb NOCTOAHHbINA NPOLECC YNPaBAEHUA KOHPUTYPaLMAMN NPOrPaMMHOIO
obecnevyeHnA U CHM3UTb PUCKK UB, cBA3aHHbIE C HEKOPPEKTHOM HacTpomnKkou MO.

X-Config Heob6xoaum, ecan:

=  OTcyTCcTBYET aKTyaNbHaa nHpopmauma o = bBboablana Harpy3ska Ha UT u UB-cnyxbbi B
coCcToAHUM KoHpuUrypaumm MO ¢ ToUKK pe3ynbTaTe OTCYTCTBMA BbICTPOEHHOrO
3peHuna Ub npouecca

= B pe3ynbTaTe ayauTa obpasyerca 6onbLuoi -

Mcnonb3syemble rpynnosbie NOAUTUKU He
3aKpbiBaloOT Npobnemy, Heobxoanm
KOHTPO/b

06bem HEeCTPYKTYPUPOBAHHbDIX U
HEeNPUOPMUTUIUPOBAHHbBIX AaHHbIX



BoamorkHocTu X-Config

Ob6ecneueHune cooTBeTcTBUA TpeboBaHUAM =15 OpraHusauua npouecca ynpasneHus
E=N> Y NYYWIMM NPaKTMKam KoHurypauum MO 7 yAasBMmocTAMM KoHurypaumii NO
CuCTeMa OTCNeKMBaeT COOTBETCTBUE PeCypCoB Cucrema sbicTpansaeT pabouuit npouecc no
TpeboBaHMAM PerynaTopoB, a TaKKe Ny4Lwmm ynpasneHuto KoHpurypaumuamu MO Ha ocHose
06LLenpr3HaHHbIM NPaKTUKam 6e3onacHoro nonutuk Mb, nposepAeT pecypcbl, KOHTPONMPYeT
KOHGUIYPUPOBaHMA dbaKTMUYeCKOe 3aKpbITUE YA3BUMOCTEN N dopMUpyeT
oTyeThbl

@ MpuopuTU3aLmnAa HeCOOTBETCTBUIA NO CTENEHMU
KPUTUUYHOCTH

T@@T dopmuposaHue KOpNnopaTUBHbIX NOJAUTUK

== 6e3onacHOro KOHpuUrypmposaHus
Cuctema aBTOMaTU4ECKMU pacCTaBaAaeT NpnNopUTETLI ¢ ypup
ANA IMKBUAALMN BbIABAEHHbIX yF|3BMMOCTeI\/J1 " MexaHusm I'IpO(bMI'IVIpOBaHMFI nosBonAdeT BHOCUTb

OTCNEeXMBaeT UX yCTPaHeHne nM3ImeHeHunA B rotoBble CTaHAapPTbl B COOTBETCTBUU
C BHYTPEHHUMU NMOJTUTUKAMU

5'=,.‘ MHBeHTapu3aLuma pecypcos cetu -
ﬁ\ #w  ONTMUMM3ALUA ANA NPUMEHEHUA
Cuctema npoBOAUT MHBEHTAPMU3ALMIO 3aLLMULLAEMbIX L=

o /=== B KPYMNHbIX pa3BeTB/IeHHbIX MHPPACTPYKTYypax
MaLlUWH, B paMKax KOTOPOK onpeaensoTca: TUn
CeTb KONNEKTOPOB NO3BONSAET MacWTabupoBaThb
annapaTtHoro obecneyenun, nnatdopma (OC),

c6op nHPopmaLmnm 0 KOHPUTypaLUMnAxX Ao
yctaHoBneHHoe N0, 06HOBEHUA, OTKPbITbIE P MHpop . 4 purypau, A
HeobxoaMmoMn NPON3BOANTENBHOCTU

ceTeBble NopThbl




Ponesasa mogenb B3aumogencrsmsa

L CONFIG

1

AamuHucTpartop FhaBHbI opuuep Odunuep UT
X-Config 6e3onacHocTH 6e3onacHocTH cneyuanmncr

ynpasnaeT BCeEMuU yTBEpPXKAaeT npodunm HaMoJIHAET peecTp Ha OCHOBE OTYETHOCTH
HaCTPOMKaMU U CTaHOapTOB pecypcos, 3aBOAUT OpraHusyeT paboTbl
No/ab30BaTeNAMM 6e3sonacHoro 3a4a4u, cosgaet MO YCTPaHEHUIO

CUCTEMDI KOHPUIypUpoBaHMA npoduUIMN NPOBEPKU YA3BMMOCTEM




Mpenmywecrsa X-Config

@ MNopAaeprKKa NyywKxX NPaKTUK 6e3onacHoro
e KOHPUrypupoBaHus n boratas cobcTBeHHasn

3KCNepTU3a

)

MpopaboTaHHan perynapHo pacwmpsemas
6ubnnorteKa rotoBbiX CTaHAAPTOB C
MHPopMaLMen No KaxKaoM HacTpoKKe

Sx|s

Mbkoe npodpuauposaHme cTaHAapPTOB,
JJ éﬂ? yuYuTbIBalOLLEE HEOAHOPOAHOCTb U
MHAMBUAYANbHOCTb KaXKa0M MHPPACTPYKTYpbI

—== be3areHTHaA TexHonorua He Tpebyet
@ YyCTaHOBKM gononHutenoHoro MO n 6onee
6e3onacHa

BO3MOXXHOCTb KAaCTOMMU3aLUKU PELLIEHUSA C
yyeTom 6M3Hec-3a4ay, a TaKkKe
MHANBWAYANbHOW pa3paboTKu cTaHAapTOB

BO3MOKHOCTb MHTErpaLum C 4pyrmmu
cpeacTBamu 3aWmTbl UHPOPMaLUM
(SIEM, IRP, SOAR, CMDB)

MacwTabupyemocTtb a15 06CnyKMBaHUA
[EeCATKOB TbICAY XOCTOB B paMKax OAHOM
MHCTaNNALMU CUCTEMDI

MoONHOCTbIO pOCCUMUCKaAA pa3paboTKa
(Homep B PeecTpe poccuinckoro MO 7045),
TeXnoAAep KKa U CONPOBOXKAEHME NPOEKTOB
OT BEHA0pPa




[oTOBble CTAaHAAPTDI

cno:

Windows:
= Windows Server

2012/2016/2019/2022

= Windows 10/11

*NIX:
= AstralinuxSE1.7 s
= PEJ OC ==
= OCAnbT i

= CentOS 7/8

= Debian 10/11

= QOpenSUSE 15.2

= RHEL7/8

=  Ubuntu 18/20/22
= FreeBSD 12.2

nno:
Beb-cepBepbi:
= Nginx 1.x
= Microsoft IS
= Apache HTTP Server

KoHTelHepbl cepBneToB:
= Apache Tomcat 9

NMoutoBble cepBepa

= Microsoft Exchange Server
CYBA:

= PostgreSQL / Postgres Pro

(B TeCTUpOBaHWK)
= Microsoft SQL Server

MpuknagHoe NO:

=  Microsoft Office
2016/2019/2022/365

= 1C:ERP i

(B TECTMPOBaHUK)
Beb6-6pay3epbi:
= Google Chrome

= Microsoft Edge / Internet
Explorer 11

= Augekc.Bpaysep
= Mozilla Firefox
BupTyanbHble MHGPACTPYKTYpbI:

= VMware
=  Docker



YpoBeHb ynpaBneHUa CUCTEMOIA

I CONFIG Web App

YnpasneHue
cMcTemon

Peectp
pecypcos

CraHgapTtbl 6e30onacHoro
KOHUrypnpoBaHma

= OT1yeTbl O
==  COOTBETCTBUU

o NHbopmaumoHHbIe
= Aawbopabl

YpoBeHb aHanu3a KoHdpurypaumi

I CONFIG Server
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CucremHble TpeboBaHus

X-Config App: Collector:
= Beb-6paysep = OS: Linux / Windows Server
= Pa3speweHmne: 1366x768 = CPU: 1/2 Core
= RAM: 2/4 GB
X-Config Server: = HDD: 50/80 GB

= (0S: OCc Docker
= CPU: 6 Cores

= RAM: 12 GB

= HDD:200 GB

CTeK TeXHONOornm:

= Java 11, Spring
= React

= NodelS

= Nginx

= PostgreSQL

= MongoDB

YcTaHOBKaA:

= Docker
= RPM
= DEB




O komnaHuun Spacebit

Spacebit - poccunckuin pa3paboTunK COBPEMEHHbIX NMPOrPaMMHbIX
npoayKToB B 06/1aCTV MHPOPMaLUMOHHOM 6e3onacHocTU. KomnaHus cos3gaer

— 1
3d)(|)eKTMBHbIe MHCTPYMEHTbI, NTOMOrarouune 6M3Hecy U rocygapCrBeHHbIM SPACE . 'lT
E—

OpraHM3aumaAm pas/IMYHOro Maclwtaba NoBbIWaTb YPOBEHDb 3aLWMLLEHHOCTH
UT-nHbpaCcTpyKTYypbl M aBTOMATU3NPOBATb Npouecchbl ynpasneHua UB.

PeweHusn
& Y 4 .
Y- CONFIG ¥ coNTROL () spaceview
Cuctema ynpasaeHuA Cuctema ynpasaeHunA Cuctema MOHUTOPUHIA U
YA3BUMOCTAMM KOHPUrypauum YMU3HEHHbIM LMUKNOM CpeacTs pearnpoBaHMA Ha MHUUAEHTDI
MHPOPMALMOHHbIX PECYPCOB Kpuntorpapumyeckom 3amuThl MHPOPMALMOHHOM

MHPopMaLUU 6e3onacHocTH



Hawu npeunmyulecrsa

PoccuiicKkana pa3paboTka

BCe NPOAYKTbl CO34al0TCA Ha TeppUTOpPUM
P® 1 BkntoueHbl B PeecTp oTeyecTBEHHOro
Nno

YHMUBepCcaNnbHOCTb NPUMEHEHUA

pelweHns noaxoaAaT ANns NobbiIx
OpraHu3aumin BHe 3aBUCMMOCTU OT OTPaACIU
M maclTaba

MpoctoTta pa3BepTbiBaHUA U 06CnyKUBaHUA
NPOAYKTbl ObICTPO MHTErPUPYIOTCA B
NT-nHPpacTpyKTypy 1 Nerko
noanepXunBatoTca

Mb6KocTb U macwiTabupyemoctb

cUcTeMbl MaclTabupyrotca u
KacToMm3unpytotca nog 6usHec-tpeboBaHms
3aKas3umKa

NMonutuka nMueH3npoBaHuUA

MmozAe/ib NULUEeH3NPoBaHUA NO3BONAET
nogobpatb oNTMManbHOE pelleHne ana
KaX40M KOMNaHUmn

OnepatuBHaa Texnoaaep:KKa
CneuyanncTbl NOMOryT pewwmnTb ntobbie
BOMPOCHI MO HACTPOMKe, 3KCnAyaTauum u
0bHOBNIEHUIO CUCTEM
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